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1. Gi6i thiQu chuong trinh/md tri ngirnh, ngh6 diro t4o
Ngdnh An ninh m?ng ddo tao nguoi hoc c6 ndng luc ddm b6o an todn th6ng tin vd bio vQ hq
., I
th6ng mang m6y tinh khoi c6c m6i de dga tu kh6ng gian mang. Chuong trinh trang bi ki6n thitc
n6n t6ng vO cOng nghQ th6ng tin v? k! nang chuy6n sdu trong viQc ph6t hiOn, phong ch6ng, ring

ph6 vd khic phqc cd:c su c6 an ninh m?ng.

Sinh vi6n dugc hqc tAp trong m6i trudng thuc hdnh thuc t6, ldm quen voi c6c c6ng cu, k! thuflt v

c6ng nghQ ti6n ti6n trong linh vuc bao m4t nhu: kitim thu xdm nh4p, gi6m s6t hO th6ng, ph6n ti
md d6c, tudng lua, md hoa df, li6u, bAo mat he cli€u hdnh vi irng dpng web. BCn c4nh d6, ch

- I 1 ' \ + a,trinh cdn l6ng ghdp c6c k! ndng m6m nhu giao ti0p, ldm vi6c nh6m, vd dao dric ngh0 nghiQp dO

ngudi hoc sin sdng tham gia thi trud'ng lao dQng ngay sau khi t6t nghiQp.

2. Mgc tiOu tlho tpo

2.1. Mqc ti0u chung
Chuong trinh ddro tao ngdnh An ninh m?ng trinh dQ Cao ding nham ddro t4o nguoi hoc tro thdnh

k! thu4t vi6n an ninh mang co phAm ch6t d4o duc, y thirc tr6ch nhiQm vd kj' lu4t ngh6 nghiQp;
, ., .i ' , ^ ,r ^duoc trang biki6n thrlc co bdn v6 cOng nghQ thdng tin vd chuy6n sdu v0 bdo m4t h€ th6ng, an todrn

th6ng tin, k! thuqt phong ch6ng vd irng ph6 voi c6c cuQc tAn c6ng m?ng. Nguoi hoc duoc rdn

IrryQn k! ndng thuc hdnh trong vdn hdrnh, gi6m s61. d6nh gid vd xu ly cac rg c6 an ninh mang, d6ng

thoi co kh6 ndng ldm viQc dQc l4p, ldm vi€c nh6m vd thich ung v6i m6i truong ldm viQc thr,rc t6.

Chuong trinh cfrng huong dtin vi6c hinh thdnh ndng luc hoc tQp su6t doi, giirp ngudi hgc ti6p tpc
t ,. .l r " t ^ lph6t tri6n chuy€n m6n dC d6p irng sq thay d6i nhanh ch6ng cira c6ng nghO vd y6u cAu cira thf

truong lao d6ng.

2.2. Mrlc ti6u cr; th6
- Hi€u ki6n thric co bdn vO m6 hinh bio m6t, md hoa, ki6m sodt truy c4p vd c6c m6i de cloa

m?ng; gi6i thfch dugc nguyOn tac ho4t dQng vd vai trd cua c6c thdnh phAn trong hQ th6ng an

todn th6ng tin.
- CAu hinh, cdi d4t vd quin ly hQ thdng m?ng, m6y chir vd co sd diL liQu; 6p dgng c6c biQn ph6p

co bAn ee Oam bdo tinh b6o mqt vd 6n dinh cho hQ thdng.

- Su dr,rng c6ng cp phu hop d0 ph6t hiQn, phAn tich vd khic phtlc c6c sU c6 bao mat phd bi6n;

d6nh gi6 dugc mric dQ rui ro vd dd xuAt hrtong xu l;iz phu ho. p.



- Ap dung c6c k! nang ldm viQc nh6m, giao ti6p vir l6nh dao trong m6i trucrng hoc tfp, thuc
tap. Hi6u nguyCn thc W hsc, tu duy ph6n bien vd gi6i quy6t vAn d6 eC tnicn ring v6i sy thay
d6i ctta c6ng viQc. Vdn dung dao dfuc nghd nghiQp vd tinh thAn trdch nhiQm trong qu6 trinl-t

ldm viQc.

- Bi6t kit5n thuc co bAn vA chinh tri, ph6p luAt, vdn h6a, xd liQi, qudc phong va an ninh. Hi6u

cAc nguydn tic d4o dri'c nghd nghiQp, tr6ch nhiQm c6 nhAn vdr tu duy phAn biQn trong c6ng
I'

viQc. Ap dpng tin hoc vdn phong vd ngoai ngir (bflc 216 theo khung ndng luc VN) trong hgc

tfp vd thqc tfp.

3. Vitrf viQc lhm sau khi tiit nghiQp

Sau khi t6t nghiQp sinh vi6n co ndng lqc d6p ring c6c y6u cAu Iai citc vi tri viQc ldm cua ngdrnh,
, i, ;.

ngne Dao gom:

- I(y thu4t vi€n an ninh mAng.

- Ky thuat vien qudn tri bdo mflt mang.

- Ky thuat viCn h5 trg an toirn th6ng tin.

- I(y thuft vi6n ki6m thu xAm nhdp.

- Nhdn vi6n IT Helndesk

4. Khiii lug'ng kiiin thrlc vi thdi gian hgc tgp

- IGOi luong ki6n thuc todn kli6a hgc:2445 gio, 87 tin chi

- 56 ltrgng mdn hoc, m6 dun: 26

- Kh6i lugng hqc tfp cdc m6n hgc chung: 435 gio, 19 tin chi

- lft6i lucr. ng hgc tfp c6c m6n hoc, m6 dun chuy€n m6n: 2010 gio, 68 tin chi
,,, ^.,- Khoi lugng ly thuy6t: 682 gio; thr,rc hirnh, thqc t4p: 1692 giir

5. Tdng hg'p cric ning h1c cria nghnh, ngh€

TT
ME

ning lqc
TGn ndng lqc

I Ndng lqc crr bin (nlng h,r'c chung)

1

NLCB-O1
Hi6u bi6t v6 chinh tri, vdn h6a, xd hQi, ph6p 1u4t, qu6c phong vdr an

ninh.

2 NLCB-02 Su dpng dugc ngoai ngt b4c 216 vit c6o c6ng cu tin hgc vdn phong.

3
NLCB-03

Hi6u vd 6p dpng nguydn tdc <14o duc ngh€ nghiQp, tu duy phin biQn vd

k! nang ldm viQc nh6m.

il N[ng h3c c6t l6i (ning h1c chuy6n mdn)

4 NLCL-O1
Ndm clugc nguy6n ly, rn6 hinh, kh6i niQm ndn tAng v€ an todn th6ng tin
vir bio m4t hQ th6ng.

5 NLCL-02 Cei dat, cdu hinh vir bdo vq hQ di6u hdnh phO bi6n.

6 NLCL-03 LAp trinh, xtt lf dfl liQu vd 6p dgng md h6a co bdn.

7 NLCL-04 Gi6m s6t vd b6o vQ h4 tAng mang kl-roi c6c m6i de dga co bAn.

ru N[ng lgc ning cao

8 NLNC-O1 Thr,rc hiQn ki6m thu xArn nhf,p vd d6nh gid 16 hdng c6 ki6rn so6t.
o NLNC-02 Phdn tich dAu v6t vd di6u tla su c6 theo phuong ph6p ph6p chtlng s6.

10 NLNC-03 I'U dQng h6a gi6rn s6t, ph6t hiQn vd ph6n irng sg c6 an ninh.

l1 NLNC-04 Tri6n khai, cAu hinh vd gi6rn s6t hQ th6ng bdo mflt tr6n nhi6u rn6i truong



6. NQi dung chuong trinh

7. Hu6,'ng df,n sfr d\rng chuo'ng trinh
7,1. C6c mdn hgc chung

Chuong trinh m6n hoc chung Ph6p ludt, Gido cluc chinh tri, Gi6o dpc thd chAt, Tin hoc do Bd Lao

dQng - Thuong binh vd Xa hQi quy dinh, dugc su dpng d6 gi6ng d4y.

M6n hoc Gi6o duc qu6c phong vd an ninh cluoc t6 chfc thuc hiQn, li€n kOt v6i Trudng Qudn sU

Qudn khu 7.

TT
MA MH,

MD
TGn m6n hgc

Tin
chi

Tong
gid

L!/
thuyiit

Thqc
hhnh

Ki6m
tra

I Cdc mOn hoc chung t9 43s r57 255 23

I POLI1311 Gi6o duc chinh tri 5 t) 41 29 5
aL PCLW1201 Ph6p luat 2 30 l8 10 2
a
J NDED121I Gi6o dpc qu6c phong vd an ninh a

J 75 36 35 4

4 PHED1021 Gi6o dpc th6 chAt 2 60 5 51 /1.+

5 CAPP1121 Tin hoc a
75 l5 58 z'

6 ENFD1224 Ti6ng Anh 4 120 A1 72 6

il C:ic mdn hgc, m6 rlun chuy6n m6n 68 20r0 <?{ t437 48

II.1 Mdn hgc, md dun ccr s& 2L f,)) 195 342 18

7 ENFD1225 Ti6ng Anh ti6n trung cdp 4 90 45 /11 a
J

8 NSFD1211 Nhap m6nAn ninh m4ng 5 75 30 A') a
J

9 COBAl2I2 M6y tinh cdn bAn 3 75 30 Aa
-L J

l0 PYTHI212 LQp trinh Python a
J /) 30 42 a

J

11 DATAl21 5 Ccr so dt liQu 1
-) 75 JU 4.,AL J

T2 NWRK1211 Mang m6y tinh a
J 75 30 /11AL

IJ NSPJ1021 D6 6n co sd An ninh mans 2 90 0 c)o \
tr.2 Mdn hgc, md tlun chuy0n mdn 23 67s 180 480

t4 ENFD1226 Ti0ng Anh trung cdp 4 90 45 A'lAL :,"-11
15 NSIT121I Tin hoc irng dung An ninh mang 4 90 AJ 42

I6 LNUXl214 QuAn trt hO th6ng Linux a
J 75 30 42

t7 WINS 1216 QuAn tri mang 1
J 75 30 A1 J

l8 SCRT1219 An ninh mang a
J 75 30 A''' J

T9 NSPJ2O22 Dd 6n chuydn ngdrnh An ninh m?ng 2 90 0 90 0

20 NSIT2041 Thitc t4p chuyOn ngdnh An ninh mang 4 180 0 180 0

II.3 M6n hgc, m0 tlun tq chgn, nffng cao 24 780 1s0 615 15

21 ENCP2222 Ti6ns Anh Tin hoc 4 r20 30 87 a
J

22 FORE2211 Ph6p chring sO 3 75 30 A.\AL J

^az) SCRT221 8 Ki6m thu thAm nh4p a 75 30 A1 J
1AL1 PRGR2219 L4p trinh An ninh m?ng 3 75 30 42 a

J

25 NSTO2211 Chuy6n d0 An ninh mang aJ 75 30 42 aJ

26 NSC02083 Thpc t4p tdt nghiOp B 360 0 360 0

Tdng cQng 87 2445 682 r692 7l



7.2. Cic ho4t tlQng ngoSi khria
MQt ndm hoc c6 3 hgc k'. Thdi gian hoc cua m6i hgc kj, ld 15 tudn bao g6m thoi gian ki6m tra vd
thi. Gita m6i hqc kj' c6 24 tudnnghi. Thoi gian nghi fet ta 3 tuAn.

Thoi gian cho ho4t dQng ngo4i kho6 dugc b6 tri ngodi thoi gian ddo tao chinh kho6, vdo thoi di6m
thich hqp.

7.3. Hurimg d6n t6 chr?c ki6m tra k6t thric mdn hgc
Cdn cri quy chti T6 chric diro t4o, ki6m tra, thi, x6t c6ng nhfn tdt nghiQp cua Truong Cao dang Sdi
Gon, thoi gian t6 chric ki6m tra k6t thric m6n hoc theo hucrng d6n cp thti theo tirng m6n hoc vd
theo k6 ho4ch ddo tao cua trudng cp thi5 cho ttmg hqc kj,vd tung n6m hoc.
Hinh thric vd phuong phrlp ki6m tra dfnh gi6 m6n hoc duoc x6c dfnh cu th6 vd c6 hudng dAn trohg
dd cuong m6n hgc.

7.4.Hvirngdfrn x6t c6ng nh$n tiit nghiQp

Sinh vi6n hqc h6t chuong trinh ddo t4o theo tirng ngdnh, ngh6; tich lfiy du s6 tin chi quy dinh vd,

c6 di6m trung binh tich lfiy tu 2.014.0 tro l€n dugc c6ng nh4n t6t nghiQp.

Hi6u truong cdn cri vdo k6t qud x6t c6ng nh4n t6t nghiQp d6 c6p bing t6t nghiQp theo quy dinh
cia trudne.

HrEU TRTIONG - PHO TRTIONG KHOA

Tdn Thit Tfn LG Nggc Qu6c


